Activity Sensing

CS 34/
Michael Bernstein



Announcements

Discussion sections launch this week — remember to be prepared to be a
discussant on the papers!

-Irst quiz I1s In class on Monday

During lecture period — bring a pencll

Covers material in lectures and readings through today
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Today

Ubicomp envisioning technology In support of our long-term goals

Via commodity sensing

via Infrastructure-mediated sensing

But what do we do about privacy?

Contextual integrity



HCI 101: tasks and usability

he traditional frame of human-centered design has focused on
improving usability for well-defined tasks, especially tasks of short
duration and focused attention

Result: HCI, Ul design, usability are now commonplace in industry
and academia




HCI 101: tasks and usability

But, this success has come at a cost: a focus on interaction design
and usabillity that 1s not backgrounded as per ubiguitous computing,

but apps at the forefront of our attention

This is a legitimacy trap: what we used to argue for the
importance and legitimacy of HCl—task-based usability—is now
holding us back
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Ubiquitous computing’s

response: “Hell, no”

This reductive view of HCI as app-ification is limiting

As technology diffuses into all as

bects of our lives, Its biggest Im

Dact

may be not on short-lived tasks on screens, but in issues of much

greater societal importance—education, health, sustainability—
and issues facing a wider cross-section of the population

[ his position entails a lens on what a design might encompass—
what Is,and i1sn't In scope—far beyond typical app bounds




Behavior change and HCI

Many of the goals in today's lecture fit under the heading of
behavior change: designs that shape what we do and when

Change In behavior usually requires new interface design:

‘It | only knew how much | was doing, I'd stop.”

“If only | got a reminder at the right time...”

‘It only | could know It my elderly gsrandmother
were at risk..."
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Where to focus!?

[dentity a long-lived activity or resilient societal challenge

Ask whether computing can help produce the data or intervention
necessary to move the needle in a meaningful way

The answer may be “no |

But sometimes It's “Yes!”


https://www.youtube.com/watch?v=vL0hT9YlotU

Commodity sensing:
repurposing existing
hardware




Typical recipe: unobtrusive and commodity

“Can we unobtrusively detect

Unobtrusive: without much active user

Commodity: widely avallable and mass producec

Using a similar recognition

D

using commodity smartphones!’

harticipation

heline as the

revious Input lecture

..and potentially using novel sensors that could feasibly be integratec
iNto a smartphone or smartwatch in the future




Physical health

Can we monitor blood pressure using
commodity smartphones! | \VVang et al. 2018a]

Yes: measure the time between the heart pum
accelerometer) and the blood moving In an ar

phone camera with flashlight on)

Can we detect opioid overdose
commodity smartphones! |Nanc

Yes: emit an Inaudible frequ

berson and returns to the
modulates the time to retL

dINg (Via phone
ery In your finger (via

breathing cessation — with
akumar, Gollakota, Sunshine 2019]

ency sweep (FMCW). It bounces off the

bhone’'s mic. The chest mowvi

N, from which we derive a

Ng 1N and out

oreathing rate



17:22

Physical health

Malcolm, you're so close

to closing your Move
ring. A brisk, 2-minute

Ubifit | Consolvo et al. 2008 : the first system to show walk should do it
that exercise interventions could work with commodity 45\t

sensors and readily-avallable glanceable interfaces over  [via Applelnsider
long periods

~rontiers, some now shipping:

Detect when someone Is eating, using inertial
measurements on a smartwatch [ Thomaz, Essa, Abowd 2015

Data-driven answers to: Do | gain weight when | have busy
days! Do | walk more when | work in the city! Do | sleep
better on nights after | work out! [Bentley et al. 201 3]



https://appleinsider.com/articles/19/04/12/fear-and-nagging-how-the-apple-watch-annoys-you-into-getting-active-and-losing-weight

Mental health

Stress: can we detect stress levels by listening to your voice
. or by how tightly youre gripping the mousetkeyboard at a
computer or your steering wheel in your car?

Depression: Can we detect depression symptoms using commodity
smartphones?
Loneliness and social isolation?

Mental changes: Can we detect mental health changes such as
psychotic relapse before they're typically diagnosed?




The answer to all of these
questions IS how a
(qualified) yes.




Elder care

How might we design technologies to support successful aging In
place!

Can we detect...
Falls, without smartwatches!?

Levels of movement and activity in the home!



Neurodiversity

Record and track care for people conditions such as autism

Interventions might include:

Reducing the effort for capturing data about children with autism

Creating Interactive tools to aid communication with caretakers

Jools for practicing social skills



Infrastructure-mediated
sensing and societal goals




Typical recipe, part deux

“Can we unobtrusively detect using a sensor in the
environment!’

Goal: avoid needing to Instrument people In any way (unobtrusive)

Again using a machine learning classification pipeline

Ty

bically, we achieve this by leveraging infrastructure alreac

y avallable

N the environment. T his Is referred to as infrastructure-mediated
sensing



Sustainability

One major challenge 1s knowing where my energy and power Is
coing: which appliances and activities are driving most of my

consumption!?

T we knew that, we could identity ways to reduce our energy or
water use.

But we can't go around fitting every socket with a sensor. ..

20



Disaggregating electrical use
' Patel et al. 2007/

Can we track appliance usage
without complex installation or many
iNvasive sensors?

lug a sensor Into a single plug In
your home and listen to electrical
noise on the power line when
switched or In operation

" USB Data
Acquisition/
Oscilloscope

Powerline
Interface

2



Disaggregating water use

A single pressure
sensor attached to a
hose outdoor faucet

Since your water pipes
are typically al
connected, that one
sensor can see a lot. ..

bathroom sink 1

toilet 1 [e= l ; i =
= . /1t

kitchen sink
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0
a

R OSE TERoge -, e
= e oo
| SwwiEemiEm.: |
B ||| emesle—— e }M

11‘(

-4

)
| l )
g

"“ I

A

‘ -
Swii S’ Uiiie b : :
. - e [RF 1
- b d - - b d
- - - um L
FO ) By p— na
— : e
re=w p=—
_— NE—— ¢ — t. -— L B A L - Vo—m
r— - — PR P Y e P e o m v I
._—-( Sone &4 o — ey ——— s vy L’ Sy — by ——— Ay vy . e - -
! e . . - v Jk ! S—
g "R, SO el - "
= v = =
) -
ccccc - . . 5 ™
— = :
. -
..... - :
- ‘ LB
o (R 5T
v v
»

> . K -~ » : '
e - v i - ol
‘ B 5
o Pt 4
.;.;:;. ,/:; ks
- =  Shoi NP Sk
r.: :::‘ S % oy :1: ::i &‘-;‘ﬁ oy N: - - .J X
- I.- ..-- I-- £ =R g:‘. R s i ] I e B e
| B ek AN o b BB o B 3 i, BB s m X O o B e,
< % o S [ N e z SR20008008 A0HBRINNNS - aaaaouuouoaauaag-f I e L \.v..,. e ' -
: | Ly B s NSNS  SUSSSNGC e
i |98 Wby s . SHBLH . S38% % o r_-:_;J ] e 38 D .. .. -
e~ BT naouuzu aggaauan-- . 8880080000 sas BO5HE -~ k3 _.'ﬁ...:;ﬁ.‘,. ) "f e '< _'_{ s
= B . QOGORA0000 OHOGOAERARAS QG‘.D!Q.*)!.Mc?'.""‘tvw g b PEY =y ;‘,.‘ ;"‘; Ty
N 203008584 uo‘aauazaa Ay AARRBABAAANHABOHBNRS - Sy e G R El
L ) E GAGRERHSUN SROBREHIHE AAGEANUASSANGRINANY S s Yooy gy " ,\ P 154
S - S . o - AHEHRIOHTS ROOHREIDES SAGHARVAFESHERNDLNNE - Vs Doy G IR Sl ,
b N . ~ “’?b?’g‘f'“ BASRRARAAE-- QIARLAJAAINGERA BB SR 0 kg v r—~1 k‘—t Pt :
____._I(”:F_ﬁ_:_\‘.w.&, oo, ae ., IS &&Qﬁ'_”ﬂ 0838 LODE88UDEH SRGHVBBLIDBDEFHHBHYB -~ el Oy 5 : oy
‘ e bu . w “ . ~

N
...
-
’.A

P

"~
i,
k-
=
’.
Z

o w0 Froehhch et al. 20
S "s\ ~r e o :

Aty
Apmar g b

& asa. 6.

ﬂ" ] . R
0 KX AT AN g T A N B L U g e AR - (B e



Infrastructure-mediated
sensing for input as well

Your house Is already blanketed in wifi: we can
detect minute Doppler shifts and multi-path
distortions in wifi reflectance as you move
Pu et al. 201 3;Yan et al. 2024]

As you walk through doorways In your house,
you cause momentary pressure changes in your
HVAC system, enabling a recognition of where
you likely are [Patel, Reynolds, and Abowd 2008




Privacy and contextual
Integrity



Let’s unpack this response
to a ubicomp deployment

MIT Technology Review SUBSCRIBE =—

SMART CITIES

EIMITES. 10 _

R

Computer scientists designing the future
can't agree on what privacy means

Al
E |
< "

Researchers at Carnegie Mellon Universitywahted tocreatea . . . n ./ - tachnol . /
privacy-preserving smart sensor. Then, they were accusedof . . ttps//www.technologyreview.com

violating their colleagues’ privacy. . o 2023/04/03/ O70€>65/cmu—university—
A privacy-battle-smart-building-sensors-
By Eileen Guo & Tate Ryan-Mosley T S mites/




“The overall goal of this project,” Agarwal explained at an April
021 town hall meeting, is to “build a safe, secure, and easy-to-

b

usc IoT |Internet of Things]| infrastructurc ge{Sdgiia !
network of sensor-equipped physical objects like smart light
bulbs, thermostats, and TVs that can connect to the internet and

share information wirelessly.

The researchers also believe that in the long term, Mites—and
building sensors more generally—are key to environmental

sustainability. They see other, more ambitious use cases too. A
university write-up describes this scenario: In 2050, a woman
starts experiencing memory loss. [sEae g aiaiiaas it el i
Mites around her home to “connect to ... smart speakers and tell

er when her laundry is done and when she’s left the oven on’
to evaluate her sleep by noting the sound of sheets ruffling or
nighttime trips to the bathroom. “They arc helpful to Emily, but
cven more helpful to her doctor,” the article claims.

But the Mites weren’t actually recording any video. And any
audio captured by the microphones was scrambled so that it

could not be reconstructed.

For some who were unhappy, exactly what data the sensors were
currenily capturing was beside the point. It didn’t matter that the
project was not yet fully operational. Instead, [#8I= &R S RIS
that sensors more powerlul than anything previously available
had been installed in offices without consen (BT YT
were not collecting data at that moment. But at some date still
unspecified by the rescarchers, they could be. And thosce affected
might not get a say.

Not cveryone was pleased to find the building full of Mites.

Some in the department felt that the project violated their

privacy rather than protected it. In particular, SatleiSaies it
aculty whose research focused more on the social impacts of
echnology felt that the device’s microphone, infrared sensor,
hermometer, and six other sensors, which together could at

least sense when a space was occupied, would subject them to
xperimental surveillance without their consent.

Even these sorts of adjustments wouldn’t fundamentally change
how Widder feels, however. et e G Heafi (oe < o i [
premise of ... a future where there are all of these kinds of
sensors everywhere, iRz S




!
Are these tools ethical to deploy
gs

By whom?

/
With or without consent:

A major Obstacle ¢,

accessibﬂity: the Uniteq Stateg fan-
providers, Tesulting i» -
digita] m~- -

. Ethicsof D
I'epr‘

cmpiy 01

| onomy,

Tradeoft: privacy and auntta‘

vs. lack of access to me

health services




Design fiction

SENSORS FEEDBACK

Are these feedback
| strategies persuasion or
prodney ,, eeordscaing | Acassory FeRmation coercion!

captures images of : blinks to elicit help advice based on
food consumed. JAW movemek from others in - individual behavior.
sticking to Fit4Life '

plan.

Whose idea of fitness Is
FitdLife iPhone App i -~ b@'ﬂg GﬂaCt€d7

collects and processes data
;:;':tzate from sensors, evaluates

; progress according to
senses exercise Fit4Life plan, and

through elevated schedules feedback.
heart rate.

Support Cloud

posts messages to social

media sites celebrating

progress and eliciting
Thinsert Metabolic Lancet . encouragement when

measures body weight extracts and analyzes ) necessary.
through footwear insert. blood from the toe.




Physical health coaching

Bloom GPTCoach Use an LLM to

Bloom

Hello, il's wenderful to meel you!
I'm Beebo, a heallh coaching
chatbol and I'm excited that you're
here to start this journey with me.
Haw are you doing today?

| recently had a baby and | feel
exhausted every time we play. I'd ke
1o have more energy. I'd also like to
not be sore every time | work cut

Il sounds like your baby is a strong
molivator for you. Having more
energy to keep up during playtime
is such a meaningful g2oal. When
you think further down the line,
what Kind of physical activity
would you like 1o be able (o do?

I'd lixe tc be abie to spend time
outdoors as a family. Walking, biking,
hiking, stuff like that

Today Plan Insights 'n'

Next Workout »

Saturday ot 11:00 &AM

Weekly Progress

45min cyciirg

Cycling Plan

o 45min Mndlf’,'
(M Sat@ 11:00 AM

o3

Mark Complete

k Av WY A% Add Antnity

o

i

&

5

2
v

B wls

:@; Good morning, Alex! Today s your
tamily bike ride at 11 AM—what a
graat way to stay active and enjoy time
together! How are you fesling sbout it?

O LLM Health Coach (Beebo) @) Homescreen (“Today”)

brovide coaching feedback for physical activity

O Plans & Progress Summary

‘i@? Beebo's Summary

This week, you made incredible progress,
completing 3 out of 4 workouts and reaching 75%
of your goall Your dedication brought new energy to
your garden with sprouting buds and lively critters
—proof of all your hard work. Keep going strong to
finish the week on a high note!

Aug 3-Aug 9

&2

@ Push Notifications

Good moming, Alex! th ago
Today is your family bike ride at 11 AM—what
a great way to stay active and enjoy time
together! How are you teeling about it?

G Ambient Display

(Lockscreen)

Friday, August 8

515

Weekly Progress Nexl Warkout

""‘ &y Cvdling - a5min
F Sotar 1EOO AN

&

-

T e
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Physical health coaching

Not perfect yet though...

I let ChatGPT analyze a
decade of my Apple Watch

data. Then I called my doctor.

| gave the new ChatGPT Health access to 29 million steps and 6 million
heartbeat measurements. It drew questionable conclusions that
changed each time | asked.

January 26, 2026

Google’s Fitbit Air is super comfortable, but
its Al coach is already hallucinating

G, ;}‘l Will Sattelberg | May 14 2026 - 9:30 am PT [Z] 39 Comments

33



Privacy

Ubiquitous computing naturally raises many questions of how much
Drivacy we are giving up In exchange for its benefits

Behavioral work has documented an empirical privacy paradox In
which people profess to care strongly about privacy but then
willingly give It up In their technology use In practice

Providing transparency and control are simply not enough

34



ELECTRUNm About Issues Our Work Take Action Tools Shop Donate
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No One, Including Our Furry Friends, Will Be Safer in Ring's
Surveillance Nightmare

BY BERYL LIPTON | FEBRUARY 10, 202t
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Contextual integrity

We often discuss information as being private or public.

My health data Is private
My job Is public (it's on my website)

My Stanford ID card RFID usage (e.g., unlocking doors) Is private

But, private vs. public i1s not a useful distinction for ubicomp

s It even possible for your Stanford RFID card usage to be fully private?
What it my smart watch sells aggregated insights to advertisers?

s public online art usable for training generative Al

36



Contextual integrity

Instead, think of information as being shared within contexts that
carry specific norms—

Norms of appropriateness: VWhat i1s OK and not OK to reveal In a
particular context

e.g,, to a doctor, it's OK to reveal medical history, less so to a bank

Norms of distribution: what is OK and not OK to share beyona
the original disclosure

e.g,, secrets shared with a friend are not ok to pass further; companies
use the data you explicitly share with them when you sign up

37



Contextual integrity

Claim: there Is a privacy violation if and only if there is a
violation of the norms of appropriateness or norms of flow

Conseqguence: ‘personal information revealed in a particular context
s always tagged with that context and never ‘up for grabs’

You never get universal consent.

38



= engadgef

DECODER

Microsoft Al chief
Mustafa Suleyman says

More than 10,500
artists sign open
letter protesting

What [ was describing in that setting was the way that the world had

perceived things up to that point. My take is that just as anyone can \VAY L n lice n sed AI
read the news and content on the web to increase their knowledge = =
training

under fair use, so can an Al, because an Al is basically a tool that will

help humans to learn from publicly available material. All the material Signees include Kevin Bacon, Julianne Moore and Thom Yorke.
that has been used for generating or training our models has been

scraped from publicly available material. Where we —

How would contextual integrity explain a source of friction here?

https:.//www.theverge.com/243 [ 482 | /microsoft-al-ceo-mustafa-suleyman-google-deepmind-openal-inflection-agi-decoder-podcast
https://www.engadget.com/ai/more-than- | 0500-artists-sign-open-letter-protesting-unlicensed-al-training- | /454449 | .htm|

39
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Translating contextual
integrity into design

Contextual integrity diagnoses the issue, but
doesn't offer many solutions that are readily
amenable to design or engineering decisions

One design pattern Is to require explicit opt-in =

s It possible that LLMs could become better
‘contextual integrity machines!” T hey understand
more of our norms, but will still make mistakes.

[9tooMac]

Allow MyApp to track your
activity across other
companies’ apps and
websites?

This helps aur ad partners aggregate
information about you and provide you
with @ more personalized ad experience.

Ask App Not to Track

Allow

[Im et al. 2021 ]

4:21 Jal =
@emilieeh

Show my: ®Likes M Tagged Photos
M Tags of them B Comments

Show their: @Likes MTags of me
M Comments on my posts

Select all Remove Selected

Type: Photo
Text:  Missed you sor

.
- ~45
T N
‘\




Summary

Ubicomp seeks to embed itself in long-lived activities and goals.

t does this across a number of ¢

nealth and wellbeing, aging, and ¢

omalns, Including: p

nysical health, mental

esigning for neuroc

vergen

- populations

o achieve these goals, It seeks noninvasive sensing approaches

Commodity sensing: hardware each person already has or could have

Infrastructure-mediated sensing: single-point sensors that connect to

existing Infrastructure

Contextual integrity adds insight to the privacy questions by
asking what are the norms of sharing within the sphere where the

nformation was shared

41



Do’s: writing a strong commentary

Do: engage with the core contributions —

Step | (Reflection): State the main point but then reflect on why the
ideas in the reading made sense from the authors' perspectives.

Step 2 (Synthesis): How effectively does it convince you of that
aresument! How could the argument be even more persuasive, on its
own terms!?

Step 3 (Future work): What are the implications of the argument?
Given the ideas presented in the paper, what would you want to
work on, or how would you modify those ideas?

42



Don’ts: writing a strong commentary

Do not: stop after just disagreeing with what the authors wrote

Step | (Reflection):We get lots of commentaries that are mostly

summary.

Step 2 (Synthesis): |

Don't stop here.We've all read the paper. | -2 sentences max.

's easy to just lob criticisms and negativity. [oo many

commentaries are just lists of complaints. Instead, focus on: what's at the
core of this idea, and why Is it holding sway! VWhat might be a better
version of this idea, If youre unconvinced

Step 3 (Future work): oo few comme

you

mig

!

ntaries cover this! Instead, ask

~self: what are applications of these IC

Nt be worth exploring?

eas, and what follow-up i1deas

43
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